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Tripwire Reconcile Express

Automate the Detection and Reconciliation of Unauthorized Changes

The statistics are well known: nearly 80% of unplanned downtime is caused by unauthorized change. But how do
you know the difference between authorized and unauthorized change if you don't verify that change was planned and
authorized? Tripwire offers numerous change reconciliation solutions to support a wide range of requirements. Tripwire®
Reconcile Express is designed to help organizations that want to quickly get started automatically tracking unauthorized
change, without the need for custom integration to their existing change approval or ticketing systems.

Tripwire Reconcile Express provides the ability to:
e automate the manual process of reconciling all changes
e investigate unauthorized changes
e reduce the potential for errors that can disrupt systems

Tripwire Reconcile Express can read a file that lists authorized change, and use the data to distinguish between authorized
and unauthorized changes.

Expected changes are auto-reconciled and promoted to the most current known and trusted state. Those changes that
are unauthorized—posing the most potential risk to the business—are quickly discovered and escalated to ensure they are
investigated before they can cause problems. This reduces the risk of unwanted or unauthorized changes being imple-
mented, and increases accountability by comprehensively reconciling all change, no matter the source.

Tripwire Reconcile Express leverages existing tools, systems and solutions, easily integrates with help-desk environments,
and requires minimal implementation time.

Tripwire Reconcile Express reduces the risk caused by unauthorized changes, helping you resolve service outages more
quickly. It also demonstrates regulatory compliance by automatically reporting and retaining a change audit trail, reducing
the time spent on the auditing process.
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Mitigates  Notification of unauthorized changes helps enforce change processes and creates accountabil-
Business Risk ity of all changes to IT systems. Tripwire Reconcile Express also reduces security risks associ-
ated with unauthorized changes.

Increases Operational ~ Automating manual processes and being able to identify unauthorized changes reduces time
Efficiency  spent on troubleshooting. This improves mean time to repair and increases system availability.

Improves Compliance  Tripwire provides automatic reporting of unauthorized change, helping you provide data neces-

Process  sary to the audit process.

Enterprise Class  Tripwire is suitable to every level of integration, from those organizations wanting to automate
Configuration Audit and  manual processes to those seeking to strengthen ITIL best practices. As your company incor-
Control  porates more complexity, Tripwire can accommodate that growth.

SPECIFICATIONS

Tripwire Enterprise 7
e Tripwire Reconcile Express requires a fully functional
installation of Tripwire Enterprise 7

Command Line Utility

e Tripwire Reconcile Express utilizes the TWTOOL CLI.
TWTOOL can be installed from the Tripwire Enterprise 7
installation disk. It is located in the ‘extras’ folder.

Integration Files

e Tripwire Reconcile Express integration files are provided
by Tripwire Professional Services. Contact your Tripwire
Account Management team for details.

ABOUT TRIPWIRE

Data Source

e The data source is typically a folder and/or share accessible
to the Tripwire Reconcile Express integration framework.
The location of this file is defined in the integration configu-
ration and is required for Tripwire Reconcile Express to read
the XML file.

Access Credentials
e To execute the Tripwire Reconcile Express solution, a valid
Tripwire user account is required.

Tripwire, Inc. is the recognized leader of configuration audit and control solutions, serving nearly 6,000 enterprises. As
the first in the industry to combine configuration assessment with configuration change auditing, Tripwire helps IT
organizations automate compliance across the data center, reducing risk and increasing operational efficiency. Tripwire
ensures the arganization achieves continuous operational, regulatory and security compliance, helping IT achieve and
maintain a known and trusted state. Tripwire is headquartered in Portland, Oregon, with offices worldwide.
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