EXECUTIVE BRIEF

Tripwire IP360 for
Vulnerability Management
Advanced Asset Discovery and Risk Prioritization

Highlights
»» The best vulnerability
coverage
»» Risk-based prioritization
»» Comprehensive asset
discovery
»» Dynamic query and realtime analysis
»» Covers the hybrid
enterprise

Understanding security risk on the global enterprise network is essential
to comprehensive IT vulnerability management (VM). But there are several
hurdles your VM program must overcome, like the high rate of change
on enterprise networks, the constantly changing threat environment and
increased focus on internal and regulatory compliance.
The solution is Tripwire® IP360™, the
leading vulnerability and security risk
management system that enables orga
nizations to cost-effectively measure
and manage their network security risk.
If you need an accurate inventory of
your assets and granular risk scoring,
Tripwire IP360 is for you.

Current, Accurate, and
Non-Intrusive Signatures
The industry-leading Tripwire
Vulnerability and Exposure Research
Team (VERT) keeps Tripwire IP360 up
to date with accurate, comprehensive,
non-intrusive discovery signatures that
are both current and relevant to large

networks. Tripwire IP360 minimizes
total cost of ownership and maximizes
ROI with the industry’s lowest false pos
itive rate.

Risk-Based Prioritization
Based on Business Context
Tripwire IP360 uses advanced analy
tics and a unique quantitative scoring
algorithm based on several factors—
including the ease and impact of
exploit—to prioritize the vulnerabilities
for remediation. The result is actionable
data that enables IT security teams to
focus on the tasks that will quickly and
effectively reduce overall network risk
with the fewest possible resources.

FOUNDATIONAL CONTROLS FOR
SECURITY, COMPLIANCE & IT OPERATIONS

Tripwire IP360 discovers all networked
hosts, applications, services and vulner
abilities. This provides a comprehensive
view of your network and sets the foun
dation for effective risk management
and compliance processes. Assess
broad ranges of your network efficiently
with dynamically scalable vulnerability
scans.
For dynamic IP endpoints and occasion
ally-connected devices, agent-based
vulnerability management can provide
a more accurate assessment of your
assets.
For cloud assets, Tripwire IP360 is
available in the AWS and Azure mar
ketplaces for pre-authorized scanning.
And for organizations that have adopted
DevOps, Tripwire IP360 can discover and
assess stopped and running containers.
And by combining Tripwire IP360 with
Tripwire for DevOps, you get consistent
vulnerability assessment between
pre-production and production.

Dynamic Query and
Real-Time Analysis
Focus, a feature of Tripwire IP360, is
a real-time data synthesis and active
analysis tool that enables security
professionals to immediately assess
network risk and focus on the actions
that will deliver the greatest reduction in
risk. Questions that previously required
cumbersome reports or manual effort
are now answered in seconds with
Focus.

Ease of Exploit

Asset Discovery:
On-Prem and in the Cloud

Impact of Exploit
Fig. 1 Tripwire IP360’s advanced vulnerability scoring pinpoints the greatest risks on
your network based in the likelihood and potential impact of an attack

Audience-Specific
Risk Reporting
Tripwire IP360 seamlessly integrates
with Tripwire Security Intelligence Hub
to provide flexible reporting designed for
all enterprise audiences. Tripwire SIH
leverages the rich host data gathered by
Tripwire IP360 to provide global visibility
into the enterprise network, allowing
organizations to promote accountabil
ity, measure progress over time, and
improve operational efficiency.

Schedule Your Demo Today
Let us take you through a demo
of Tripwire IP360 and answer any
of your questions. Visit tripwire.
com/contact/request-demo

Tripwire is the trusted leader for establishing a strong cybersecurity foundation. Partnering with
Fortune 500 enterprises, industrial organizations and government agencies, Tripwire protects the inte
grity of mission-critical systems spanning physical, virtual, cloud and DevOps environments. Tripwire’s
award-winning portfolio delivers top critical security controls, including asset discovery, secure config
uration management, vulnerability management and log management. As the pioneers of file integrity
monitoring (FIM), Tripwire’s expertise is built on a 20+ year history of innovation helping organizations
discover, minimize and monitor their attack surfaces. Learn more at tripwire.com
The State of Security: Security news, trends and insights at tripwire.com/blog
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