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                              5 Things to Consider Before Buying a File Integrity Monitoring (FIM) Solution
                          

          
        
                              
                                                                                                                            By David Henderson on Fri, 01/19/2024
                                          

                  
                  
            
              Imagine you’re on the tail end of installing a 100-line script. It’s five o’clock, and you’re ready to head out early for once. You run the startup script on a new server, and then – the fated error message. Something isn’t working, and only after painstakingly reviewing 67 lines of code do you realize you had the IP address wrong. This could have been prevented. File Integrity Monitoring (FIM)...
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                              What is the Windows Security Account Manager (SAM)?
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              To most people, the process of logging into a Microsoft Windows machine is a simple process of entering a username and a password. However, for a cybersecurity professional, the process is a carefully orchestrated mechanism. Unfortunately, throughout the history of the various Windows operating system versions, criminals have also sought ways to disrupt this process in order to breach a network...
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                              Tips for Ensuring HIPAA Compliance
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              Like every other industry, the healthcare sector is barely recognizable when compared to its state 20 years ago. It, too, has been transfigured by technology. While this has brought many impactful benefits, it has also introduced at least one major challenge: keeping sensitive patient information private. At the heart of this privacy challenge stands the venerable Health Insurance Portability and...
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                              The 2023 Global Cybercrime Report: A look at the key takeaways
                          

          
        
                              
                                                                                                                            By Stefanie Shank on Wed, 01/17/2024
                                          

                  
                  
            
              In the digital-first era, the internet is not simply a luxury; it's a fundamental part of our daily lives. From business growth to personal connections, its impact is profound. However, this interconnectedness comes with a price: the rise of cybercrime. Exploring the 2023 Global Cybercrime Report , we uncover which countries face the highest risk and how this pervasive issue affects us all, no...
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                              Shining Light on Employee Cybersecurity Awareness in Retail
                          

          
        
                              
                                                                                                                            By Theo Zafirakos on Tue, 01/16/2024
                                          

                  
                  
            
              Individual users are often referred to as the weakest link in cybersecurity, as human error is a major contributor to security incidents of all kinds. However, employees can also be a significant asset when adequately trained in cybersecurity hygiene and best practices. The dangers of cyber threats in the retail sector are numerous and costly, ranging from the theft of sensitive employee...
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                              Why Therapists need Data Protection and Cybersecurity
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              Cybersecurity in Mental Healthcare - The Overlooked Risk Did you know the New-Age Therapeutic sector is unregulated? If that surprises you, then you’re not alone. I was a little surprised, too. Yes, there are various professional bodies a practitioner can join, and there are courses they can attend, but they aren’t forced to. It should be noted that professional, licensed psychotherapists and...
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                              Critical flaw found in WordPress plugin used on over 300,000 websites
                          

          
        
                              
                                                                                                                            By Graham Cluley on Mon, 01/15/2024
                                          

                  
                  
            
              A WordPress plugin used on over 300,000 websites has been found to contain vulnerabilities that could allow hackers to seize control. Security researchers Ulyses Saicha and Sean Murphy found two critical flaws in the POST SMTP Mailer plugin. The first flaw made it possible for attackers to reset the plugin's authentication API key and view sensitive logs (including password reset emails) on the...
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                              Expert Insight for Securing Your Critical Infrastructure 
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              At Tripwire's recent Energy and NERC Compliance Working Group, we had the opportunity to speak with the Manager of Gas Measurement, Controls, & Cybersecurity at a large energy company. More specifically, we focused on SCADA and field assets of gas Operational Technology. The experience at the management level of such an organization provided a wealth of knowledge for the attendees. SCADA...
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                              An Introduction to AWS Security
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              Cloud providers are becoming a core part of IT infrastructure. Amazon Web Services (AWS), the world's biggest cloud provider, is used by millions of organizations worldwide and is commonly used to run sensitive and mission-critical workloads. This makes it critical for IT and security professionals to understand the basics of AWS security and take measures to protect their data and workloads. As a...
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              The shifting sands of IT make the adage "you never know it all" ever more true as time goes by. I recall days when it felt like you could click through every major directory of Yahoo and know a little something about everything. I was a young man with a voracious reading appetite and an active imagination – both of which were thoroughly outpaced by the growth of the internet and my own developing...
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                              The Evolution of Anomaly Detection and the Importance of Configuration Monitoring in Cybersecurity
                          

          
        
                              
                                                                                                                            By Anirudh Chand on Wed, 01/10/2024
                                          

                  
                  
            
              Back in 1992, when I was more concerned about my acne breakouts and being selected for the Junior cricket team, a freshman at Purdue University was studying the impact of the 1988 Morris Worm event and how it brought about unwarranted changes on Unix systems as it propagated across the network, resulting in the first Denial of Service (DoS) attack. He quickly realised that it was hard to know when...
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                              Non-repudiation: Your Virtual Shield in Cybersecurity
                          

          
        
                              
                                                                                                                            By Dilki Rathnayake on Tue, 01/09/2024
                                          

                  
                  
            
              In the digital world, where countless users communicate, share data, and engage in diverse activities, determining the origin and actions behind these interactions can be quite challenging. This is where non-repudiation steps in. Coupling other security factors, such as delivery proof, identity verification, and a digital signature, creates non-repudiation. This guarantees that the parties...
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                              VERT Threat Alert: January 2024 Patch Tuesday Analysis
                          

          
        
                              
                                                                                                                            By Tyler Reguly on Tue, 01/09/2024
                                          

                  
                  
            
              Today’s VERT Alert addresses Microsoft’s January 2024 Security Updates . VERT is actively working on coverage for these vulnerabilities and expects to ship ASPL-1088 as soon as coverage is completed. In-The-Wild & Disclosed CVEs There were no in-the-wild or disclosed CVEs included in the January Patch Tuesday drop. CVE Breakdown by Tag While historical Microsoft Security Bulletin groupings are...
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                              Tripwire Patch Priority Index for December 2023
                          

          
        
                              
                                                                                                                            By Lane Thames on Tue, 01/09/2024
                                          

                  
                  
            
              Tripwire's December 2023 Patch Priority Index (PPI) brings together important vulnerabilities for Microsoft and Google. First on the patch priority are patches for Google Chrome and Microsoft Edge (Chromium-based) that resolve elevation of privilege, remote code execution, and information disclosure vulnerabilities. Please note that CVE-2023-7024 for Chrome is on the CISA Known Exploited...
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                              How to Reduce Your Attack Surface
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              What is an Attack Surface? An attack surface is the total number of channels, pathways, or areas that threat actors can utilize to gain unauthorized access to networks. The result is that they can obtain private information or carry out a cyber-attack. An attack surface comprises the organizational assets a threat actor can exploit to gain unauthorized access. Attack surfaces include systems that...
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                              How Does PCI DSS 4.0 Affect Web Application Firewalls?
                          

          
        
                              
                                                                                                                            By Josh Davies on Mon, 01/08/2024
                                          

                  
                  
            
              The payment industry is bracing for the transition to Payment Card Industry Data Security Standard (PCI DSS) 4.0 , heralding significant changes in cybersecurity practices. As we approach the implementation of this revised standard, a critical focal point emerges: the role and new mandate of web application firewalls (WAFs) in ensuring compliance. The shift from a best practice to a prescribed...



      
          

        
                            
                          
                
      
              Compliance

              PCI DSS

          

  
              

                                  

                        

    

  




  

    
    




  
    
      
        
          
                          
                                  
              [image: wallet-drain]




      
                                                  Blog

                              

                      

        
      

      
        Blog


                  
            
                              Cryptocurrency wallet CEO loses $125,000 in wallet-draining scam
                          

          
        
                              
                                                                                                                            By Graham Cluley on Thu, 01/04/2024
                                          

                  
                  
            
              Anyone can get scammed . If you think you're somehow immune to being scammed, then, in my opinion, you're a prime target for being scammed. No one is too big, too clever, too security-savvy to avoid being duped because it's only human to make a mistake and screw up. And that certainly seems to be the case with Bill Lou. Bill Lou is the CEO and co-founder of Nest Wallet, a cryptocurrency wallet...
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                              CI/CD Security: Advanced Best Practices to Secure Your Pipelines
                          

          
        
                              
                                                                                                                            By Gilad David Maayan on Wed, 01/03/2024
                                          

                  
                  
            
              Continuous Integration and Continuous Delivery (CI/CD) security has become crucial to modern software development practices. As the speed of software development increases with DevOps and Agile methodologies, there is a growing need to ensure the integrity of software across the entire development pipeline. CI/CD security encompasses the practices, tools, and methodologies that protect the...
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                              Is Cybercrime Only Going to Get Worse?
                          

          
        
                              
                                                                                                                            By Josh Breaker-Rolfe on Wed, 01/03/2024
                                          

                  
                  
            
              At the turn of the millennium, few people were worried about cybercrime. The Good Friday Agreement had just come into effect, the US expelled a Russian diplomat for spying, and the threat of the Y2K bug loomed. ILOVEYOU , the computer worm that catapulted cybercrime into the public consciousness, was still five months away. Today, things couldn't be more different. In 2001, six people fell victim...
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                              What Is the Future and Technology of Zero Trust?
                          

          
        
                              
                                                                                                                            By Anastasios Arampatzis on Tue, 01/02/2024
                                          

                  
                  
            
              What Is the Future and Technology of Zero Trust? In the dynamic realm of cybersecurity, the future of Zero Trust unfolds with promises and challenges. In the second part of the Zero Trust series, we explore the insights from industry experts, contemplate the intersection of trust and security, and chart a course for the evolving landscape of digital defense. What does the future of Zero Trust look...
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