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                              Gone Phishing 2023: Here Are the Results!
                          

          
        
                              
                                                                                                                            By PJ Bradley on Mon, 04/08/2024
                                          

                  
                  
            
              Phishing is one of the most pertinent cybersecurity dangers for organizations to be concerned about in today’s digital landscape. Threat trends come and go, but phishing is a tried-and-true method that cybercriminals can adjust and adapt to all different manners of communication and evolving technology. Fortra’s Gone Phishing Tournament (GPT) is a yearly training event, available for free all...
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                              AI/ML Digital Everest: Dodging System Failure Summit Fever
                          

          
        
                              
                                                                                                                            By Sandy Dunn on Mon, 04/08/2024
                                          

                  
                  
            
              Summit Fever Syndrome, a cause of many extreme altitude climbers' deaths, is due to a lack of oxygen and mission blindness, which leads to impaired judgment where climbers take needless risks, disregard safety precautions, and make deadly errors. Deploying AI/ML models is like climbing Mount Everest. Both climbers and AI projects chase their peaks with (sometimes too much ) determination and...
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                              Exploring Advanced Tripwire Enterprise Capabilities
                          

          
        
                              
                                                                                                                            By John Salmi on Fri, 04/05/2024
                                          

                  
                  
            
              In today's digital landscape, it is important for organizations to depend upon the tools they use for cybersecurity. Large businesses can employ many security solutions, practices, and policies that must combine to create a robust and layered security strategy. While many of these tools are important and necessary, organizations often don't use them to their full potential. With any security tool...
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                              Google Patches Pixel Phone Zero-days After Exploitation by "Forensic Companies"
                          

          
        
                              
                                                                                                                            By Graham Cluley on Thu, 04/04/2024
                                          

                  
                  
            
              Google has issued a security advisory to owners of its Android Pixel smartphones, warning that it has discovered someone has been targeting some devices to bypass their built-in security . What makes the reported attacks particularly interesting is that traditional cybercriminals may not be behind them, but rather "forensic companies" exploiting two vulnerabilities to extract information and...
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                              Security vs. Compliance: What's the Difference?
                          

          
        
                              
                                                                                                                            By Anthony Israel-Davis on Thu, 04/04/2024
                                          

                  
                  
            
              Security and compliance – a phrase often uttered in the same breath as if they are two sides of the same coin, two members of the same team, or two great tastes that go great together. As much as I would like to see auditors, developers, and security analysts living in harmony like a delicious Reese’s cup, a recent gap analysis that I was part of reminded me that too often, the peanut butter and...
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                              Tripwire Patch Priority Index for March 2024
                          

          
        
                              
                                                                                                                            By Lane Thames on Wed, 04/03/2024
                                          

                  
                  
            
              Tripwire's March 2024 Patch Priority Index (PPI) brings together important vulnerabilities for Microsoft, Google, and Apple. First on the patch priority list are patches for Windows Kernel and Multiple Apple products. These CVEs (CVE-2024-21338, CVE-2024-23296, CVE-2024-23225) have been added to CISA's Known Exploited Vulnerabilities (KEV) catalog. Up next are patches for Microsoft Edge (Chromium...



      
          

        
                            
                          
                
      
              Vulnerability & Risk Management

          

  
              

                                  

                        

    

  




  

    
    




  
    
      
        
          
                          
                                  
              [image: Exploring Access Control Models: Building Secure Systems in Cybersecurity]




      
                                                  Blog

                              

                      

        
      

      
        Blog


                  
            
                              Exploring Access Control Models: Building Secure Systems in Cybersecurity
                          

          
        
                              
                                                                                                                            By Dilki Rathnayake on Wed, 04/03/2024
                                          

                  
                  
            
              In any organization, unrestricted access to systems and resources poses significant security risks. Recent cybersecurity events have shown that attackers will target any organization of any size. The most common attack vector is through unauthorized access to a legitimate account, often preceded by a phishing technique. To protect against unauthorized access, it's essential to establish rules and...
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                              Oops, Malware! Now What? Dealing with Accidental Malware Execution
                          

          
        
                              
                                                                                                                            By Dilki Rathnayake on Tue, 04/02/2024
                                          

                  
                  
            
              On an ordinary day, you're casually surfing the web and downloading some PDF files. The document icons seem pretty legitimate, so you click without a second thought. But, to your surprise, nothing happens. A closer look reveals that what you believed to be a harmless PDF was, in fact, an executable file. Panic sets in as your settings lock up, and even accessing the task manager becomes impossible...
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                              What’s New in NIST’s Cybersecurity Framework 2.0?
                          

          
        
                              
                                                                                                                            By PJ Bradley on Tue, 04/02/2024
                                          

                  
                  
            
              The National Institute of Standards and Technology Cybersecurity Framework (NIST CSF) was published in 2014 for the purpose of providing cybersecurity guidance for organizations in critical infrastructure. In the intervening years, much has changed about the threat landscape, the kinds of technology that organizations use, and the ways that operational technology (OT) and information technology...
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                              The Cyber Sleuth's Handbook: Digital Forensics and Incident Response (DFIR) Essentials
                          

          
        
                              
                                                                                                                            By Kirsten Doyle on Wed, 03/27/2024
                                          

                  
                  
            
              In the intricate landscape of cybersecurity, Digital Forensics and Incident Response (DFIR) stand as the sentinels guarding against the onslaught of digital threats. It involves a multifaceted approach to identifying, mitigating, and recovering from cybersecurity incidents . In the physical world, the aftermath of a crime scene always yields vital clues that can unravel the mystery behind a...
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                              Bake-off: Ensuring Security in the Cyber Kitchen
                          

          
        
                              
                                                                                                                            By Chris Hudson on Wed, 03/27/2024
                                          

                  
                  
            
              I’ll start this one with an apology – I’ve been watching a lot of the TV show The Bear (which I’d highly recommend!) and thus been thinking a lot about kitchen processes and the challenges of making everything come together nicely (both in life and in a recipe). If you are unfamiliar with the show, it is a comedy-drama about a chef who manages his deceased brother’s sandwich shop. When I see...
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                              AI Platforms Name Cybersecurity Threats and Advice for 2024
                          

          
        
                              
                                                                                                                            By Tripwire Guest Authors on Tue, 03/26/2024
                                          

                  
                  
            
              With $109.5 billion of growth expected between now and 2030, the global AI cybersecurity market is booming – and it's not hard to see why. According to a recent survey of security professionals, three-quarters ( 75% ) have observed an increase in cyberattacks. Of these, the research found that an even greater proportion (an overwhelming 85%) blamed AI. What is AI's role in cybersecurity, then? Is...
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                              Browser Security in 2024: Technologies and Trends
                          

          
        
                              
                                                                                                                            By Gilad David Maayan on Tue, 03/26/2024
                                          

                  
                  
            
              What Is Browser Security? Browser security is a set of measures and processes intended to protect users and their data when using web browsers. This includes mechanisms to prevent unauthorized access, safeguard against malicious software and other browser security threats , and ways to protect the privacy of online activities. Essential components of browser security include secure communication...
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                              Notorious Nemesis Market Seized by German Police
                          

          
        
                              
                                                                                                                            By Graham Cluley on Mon, 03/25/2024
                                          

                  
                  
            
              Nemesis Market, a notorious corner of the darknet beloved by cybercriminals and drug dealers, has been suddenly shut down after German police seized control of its systems. Germany's Federal Criminal Police (known as the BKA) has announced that it has seized the infrastructure of Nemesis and taken down its website. At the same time, cryptocurrency worth 94,000 Euros was seized by police. Since its...
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                              Managed Cybersecurity Services Secure Modern Environments
                          

          
        
                              
                                                                                                                            By Troy Thompson on Mon, 03/25/2024
                                          

                  
                  
            
              In an era characterized by relentless digital transformation and interconnectedness, cybersecurity has evolved into a complex and dynamic battleground. Businesses, governments, and individuals find themselves locked in a perpetual struggle against a relentless flood of evolving threats. From sophisticated cybercriminal syndicates to state-sponsored hackers and opportunistic threat actors, our...
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                              The Looming Cyber Threat in Real Estate
                          

          
        
                              
                                                                                                                            By Kirsten Doyle on Mon, 03/25/2024
                                          

                  
                  
            
              In our interconnected world, the real estate industry has embraced technology to revolutionize its operations, enhance customer experiences, and streamline business processes. Yet, while this technological evolution has brought immense benefits to the property sector, it has also attracted the attention of nefarious actors keen on exploiting vulnerabilities. With high-value transactions occurring...
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                              AI Transparency: Why Explainable AI Is Essential for Modern Cybersecurity
                          

          
        
                              
                                                                                                                            By Dilki Rathnayake on Thu, 03/21/2024
                                          

                  
                  
            
              Modern cybersecurity has reached an exceptional level, particularly with the integration of AI technology . The complexity of cyberattacks and their methodologies has also increased significantly, even surpassing human comprehension . This poses a considerable challenge for cybersecurity professionals who struggle to keep pace with the scale and complexity of AI-generated attacks. The widespread...
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                              Fraudsters Are Posing As The FTC To Scam Consumers
                          

          
        
                              
                                                                                                                            By Graham Cluley on Wed, 03/20/2024
                                          

                  
                  
            
              The United States Federal Trade Commission (FTC) has warned the public to be cautious if contacted by people claiming to be... FTC staff. In a warning published on its website , the FTC said that scammers were using its employees' real names to steal money from consumers. A typical ruse will see the bogus FTC staffer advising someone to wire or transfer money to "protect" it, send a victim to a...
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                              What Is Log Management and Why you Need it
                          

          
        
                              
                                                                                                                            By Luis Colunga on Wed, 03/20/2024
                                          

                  
                  
            
              Thanks to the burgeoning supply chain, a host of IoT and work-from-home devices, and an expanding cloud presence, organizations are constantly ingesting new hardware into their IT environments. With each new line of code comes a fresh chance for a hidden vulnerability. With each unfound weakness, attackers gain one more opportunity to gain a foothold in the organization and compromise sensitive...
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                              What Makes Fortra’s Tripwire Different
                          

          
        
                          
                  
            
              Are you weighing your options between integrity management solutions? Evaluating, purchasing, and deploying new software is hard work, especially when you get down to the granular details of understanding which solutions have which capabilities and matching those capabilities to your organization’s particular needs. In an industry buzzing with ever-changing terminology and a profusion of vendors...
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